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Modern Broadcast Facility
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SNMP and Me: Questions to answer

What is SNMP?
How does it apply to me?
How are others using it?

How do | get started?
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SNMP and Me: Questions to answer

SimpigHaticogNAapegement Protocol

" ﬁandarc&zed protpcol for Tuer and resBonse of data points (Objects)

o Q%an ecc)&p?mlentéllspcgl éé arcl)Sm/I% Manager

o. Haweanenathessusingitdent
o HW H&dF%g?é%teéjt%Yﬁ@H“?e number called the Object Identifier, or OID

::=1.3.6.1.4.1.5299.15.12.1.11.1.1.8
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)} deliver» transmit> monitor

e  SNMP commands to retrieve and control data in target device
— GET command to query a data point and display results
— SET command to change a data point — control functions in target

Graphic Properties

5,000 volts

J

EAUdemat-MEC www.audemat-aztec.com ; TC P_ I P -?‘.

Target equipment
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" SNMP: Menu of Objects (MIB)

+ ) HOST-RESOURCES-MIB. iso. org.dod.internet gt mib-2. hosk
=/ NEC-TWT¥-MIB.is0.org.dod.internet, private enterprises.nec

A=The Management #-) necProducts

Information Base, or =+ nec-mib
MIB, is a directory tree - ) necCommon
menu’ of the OIDs - {8 necFunckion
available on a particular P
SNMP Agent device. =0 necProductDepend
—_]l necTyTransmitker
=] systemcont

1) swstemcontStatusTable
+_"| syshemcontCommandT able
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SNMP and Me: Questions to answer

Thinlvgh%l%l I}@Psﬁl,lﬂgﬁnother connection to the target gearu

= Some data will be gathered with traditional hard-wired connections

. Mta ga%’% rsgegyﬂ%ﬁmwv aypedconnections (serial)

e How are others using it?

. Hom ?fTL dgwe;cI I/sota rted?

A AUGeMAEATIEC s sucematoztec com 3 ‘
RS-232

Network
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Lots of things speak SNMP

Monitors

[l e

Broadcast IT Gear

UPS systems HVAC systems IP links m

Codecs

EAUdemat'Mec www_audemal-aziec.com

Facility Control
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SNMP and Me: Questions to answer

SNMP?
es it apply to

OW are others using |

Josh Hadden Steve Frick Garry Shults Doug Irwin Brett Gilbert

ClearChanpel C WLS-TV Clear Channel Clear Channel
° IT\LQWC&DO I 85&%@5%6(1 ?Chicago Los Angeles Tulsa

Meet the SNMP team
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Master Com‘ro/

Empire TX
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Backup Facility
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1. Call Times Square transmitter
a. Ensure that coax switch is setto antenna __ L _~ | -
b. Ensure that an audio source is selected and @(%7 By @ g

c. Turn on transmitter -
d. Take a set of readings to verify operation. 1
e. Hang up.
2. Call Empire transmitter P A
a. Turn off transmitter auto switch
b. Turn off FM transmitter 47STX

c. Turn off HD transmitter

d. Take a set of readings to verify everything is off.
e. Acknowledge alarms that site has no RF and audio. ‘—_J
f. Hang up Empire TX

3.Repeat this for the other four stations.
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Empire TX SNMP — an easier way 4TS TY

L — A -
=60 = pj = @:‘
— Eg:gr’ni':g/lsp OlatS.avllerify coax switch positions. -1
b. Turn on transmitter
d. Mask alarms at site going off line.
(2 e. Shut off HD transmitter o)

f. Shut off FM transmitter

g. Contact STUDIO regli erify presence of audio and RF.
h. AfteLfi es verify that PPM codes are still present.
epeat for each station.

1. Connect to any Relio
2. Enable transmitter control

(to prevent accidental button pushes)
3.  Select which station(s) to switch.

Control
point
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Sharing controls between sites

Empire TX = 4TS TX
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Liebert HVAC system — data from SNMP

| Liebert10.88171.17 | | Liebert10.88.171.16
& ACTIVE 2 ACTIVE
Liebert 17 internal temp prohe Liebert 16 internal temp prohe

1aa 1aa
— BO.OO — a0.00
s — 1548 s — 5848
| Liebert10.88.171.18 | “ “
@  ACTIVE

e e | i [@eeota ]
10

o l 299

Gooome WWPR TX WLTW TX WAXQ TX WHTZ TX WKTU TX

Connected to 10,88.171.6 || Maintenance mode OFF
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The Doomsday script

“So last Friday afternoon at 340 pm...I get an e-mail and phone call from one of our 4TS
Relios. | interpreted its messages, somewhat incredulously...

Turns out that the Z100 transmitter on-air at ESB crashed because some water had leaked
from the ceiling above it. The station was off—the “auto site-switch’ script running at 4TS
did its thing. This was the first time it actually ever got called in to service.

No one here (aside from Engineering) even knew what happened.
- Doug Irwin

B

Doug Irwin
Clear Channel
Los Angeles
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Brett Gilbert
Clear Channel
Tulsa

F

5 Audemat Master\iew

Real World #3 l
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SNMP and Me: Questions to answer

¢ N HRTR R o

= MIB browser

o Handeesit aRBIe 1S fetwork

m Manufacturer data, brochures

* How are others using it?
¢ driowsde: h@tb&t&ﬁk@td%T and SET commands, see what happens!
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more [anguages

News About

Notepad++ is a free (as in "free speech” and also as in "free beer”)
source code editor and Notepad replacement that supports several
languages. Running in the MS Windows environment, i{s use 1s

governed by License.

Based on the powerful editing component S

written in C++ and uses pure Win32 API and STL which ensures a

higher execution speed and smaller program size. By opiimizing as
many routines as possible without losing user friendliness,

1s trying to reduce the world carbon dioxide emissions.
When using less CPU power, the PC can throttle down and reduce

power consumption, resulting in a greener environment.
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Why do | need an “advanced” text editor?

Let’s play “Find the Imports”!

leeaaassae s s R SR R R HE R HH R HH R HRRRHER R RH TR R RS H R H R R R R R R R SRR S #H###DIVICOM-EUROPA-MIE FORCE-
INCLUDE <stdio.h> FORCE-INCLUDE <Types.h> FORCE-INCLUDE <wrn/wm/snmp/engine/asnl. h> FORCE-
INCLUDE <wrn/wm/snmp,/engine,/mib. h> FORCE-INCLUDE qwrﬂfwmfsnmpfengiﬂefﬁﬂmpdefs.ﬁ} FORCE-INCLUDE
<wrn/wm/snmp,/engine,/snmp. hs FORCE-INCLUDE <wrn/wm/snmp/engine/auxfuncs. h> FORCE-INCLUDE
=wrn/wm/snmp,/vxagent,//europaskel. h= FORCE-INCLUDE <wrn/wm/snmp/vxagent /europaleaf. h= -— DEFAULT
Iget—fuﬂctinﬂ—asyﬂc europaControl_get -- DEFAULT next-function-async europaControl_next -- DEFAULT
get-function-async europaTrapClientEntry_get -- DEFAULT next-function-async europaTrapClientEntry_next
-- DEFAULT set-function-async europaTrapClientEntry_set -- DEFAULT test-function-async
europaTrapClientEntry_test -- DEFAULT get-function-async erfopalCagtAlarmEntry_get -- DEFAULT
|next-function-async enropalLastAlarmEntry_nextDEFINITIONS ::= BEGINIMPORTS enterprises, Ipaddress, Counter,
TimeTicks FROM RFC1155-SMI QOBJECT-TYPE -- FROM R FROM SMMPw2-SMI TRAP-TYPE
FROM RFC-1215;-- Define the top of this MIE (europa, reference on CDR document)divicom QOBJECT IDENTIFIER ::= {
enterprises 898 jeuropa OBJECT IDENTIFIER ::= { divicom 9 } Displaystring ::= OCTET STRING --
This data type is used to model textual information taken -- from the NVT ASCII character set. By convention,
objects -- with this syntax are declared as haviﬂg - - Size (0..255); ObjectIdentitier ::= OCTET
STRING -- It 15 being represented as an ObjectIdentitier rather than a -- string, with the string components
being replaced by numbers.-- Next, we will add the following section:europaControl OBJECT IDENTIFIER ::= {
europa 1 YeuropaCodeversion OBJECT-TYPE SYNTAX Displ a}rString (SIZE(D..084)) MAX-ACCESS read-
only STATUS current DESCRIFTION "The official code wversion which is compiled into the code,
this is the same as the Codeversion attribute in the »ML" ::= { europaControl 1 feuropaCodeUser OBIECT-
TYPE SYNTAX Displaystring (SIZE(D..32)) MAX-ACCESS read-on STATUS current DESCRIPTION
"This is the user who did the build (if it is a private bui1d¥ or empty if it is an official build.
This is the same as the User attribute in the xML" 1:= { europaControl 2 YeuropaMibversion OBJIECT-
TYPE SYNTAX Displaystring (SIZE(0..32)) MAX-ACCESS read-only STATUS current DESCRIFTION
"This is the revision version of this mib. Because most revisions will be caused by additions to the
XML regType or alarmId enumerations, we will actually be using the XML version here. If any non-
autogenerated components of the MIB change, we will explicitly bump the *ML wersion in the schema
to track this. This is eguivalent to the Xmlversion attribute in the »ML." ::= { europacControl 3 }
europaslarmLastId OBJECT-TYPE SYNTAX INTEGER MAX-ACCESS read-only STATUS current
IDESCRIPTION "This is the sequence number of the last assert, remit, or transient alarm sent,

similar to what is in C5D_Alarms in the *ML. This is used to resynchronize the trap management
system with the sncodsr Counters wrap at 32 hits funsigned nymbery " io=4 syropacontrol 4 3
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ivicom Europa MIB file in Notepad ++

DEFINITICHS ::= BEGIN

IMPORETS
enterprizse=s, Ipfhddres=s, Counter, TimeTicks
FRCH EFC1155-5MI
CBJECT-TYPE
—— FRCH EFC-1212
FRCHM SHHPwvZ2-5SHMI
TRLP-TYPE
FRCH EFC-1215;
—— Define the top of thi=s MIE (europa, reference on CDE document)

divicom CBJECT IDENTIFIER ::= { enterpri=ze=z 8938 }
eurcopa OCOBJECT IDENTIFIER ::= { divicom 2 }
DisplayString ::=

OCTET STRING
—— Thi=s data type i=s used to model textual information taken
—— from the HNVI ASCII character =set. By convention, objects
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SNMP books and reference material

o
NEISWP Current release: 5.7.1

' Documentation
¢ Wik
. Support

Development . A composite image of images from locations that use the Net-SNMP
' Related Info/SW

Download

- News

- History

- Change Log
- License

package. Click here for more information.

P . Simple Network Management Protocol (SNMP) is a widely used

| Archive Search: . protocol for monitoring the health and welfare of network equipment

Users E (eg. routers), computer equipment and even devices like UPSs. Net-
.+ SNMP is a suite of applications used to implement SNMP vi, SNMP

| Search | . v2c and SNMP v3 using both IPv4 and IPv6. The suite includes:

SMNMP uses a manager/agent architecture. Alarm messages (Traps) are sent by the

agent to the manager.
DAVID PERKINS - EVAN McGINNIS
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MIB Browser

Fie Edit Operations Tools  Bookmarks Help

fddress: ‘12?.0.0.1 v | Advanced..  OID:|.1.3.6.1.4.1.119.2,3.96.41,4,1.0 w | Operations: | Get v ' 30
Result Table
@ durnmyControlCank A Mamne Q1D Walug Type
@ systemChangeCont
[ mainsthyantselectCant ™
k() beStatusTable =
=13 txCommandT able

) | ¥

hame ExAORCFF Cant

QI A1.3.61,4.1,119.2,3.95.41 4.1
MIE NEC-TYTH-MIE

Synkax | INTEGER {rA0FF( 1), bxAOn(2)}
frcess read-write

Status mandatary

Defyal
Indexes

|.>

5
2
2
=)
5
([
% % o[ 0%

Js0,0rg. dod internet . private, enterprises. nec.nec-mib necProductDepend, necTv Transmitter systemeont, bxCommandT able, bxAOnCFF Cont, 0
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e MIB browser CAN
— Provide an essential window into the SNMP world
— Examine MIB files, browse to and read about all OIDs
— Examine MIB structure, tables, traps, imports
— WALK the MIB — test OIDs individually and en masse
— GET data from any specific OID — see raw values
e MIB browser can ey NOT
— Automatically poll Agent for data or issue SET commands
— Notify technical personnel of parameters that exceed thresholds
— Integrate data and readings from traditional I/O connections
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SNMP example — Nautel NV Transmitter

e SNMP ready
e Software update
e 2 MIBfiles
— Nautel general
— NV specific

[ 2| NAUTEL-MIB.mib
[ MAUTEL-MNY-MIB.mib
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o ! ” -
Easy MIB @ |Heamn|ng MIB Browser
il i Al
— No tables File Edit Operations Teools Bookmarks He
— No traps Address: | 216.138.15,163
e Two object groups S s
*MIE Tree
— Controller - | iso,org.dod.internet. private. enterprises. nautel
. . = | products
— Active Exciter 2l somp
‘ agent
: ‘ configurationFile
= L nv
#- | nvController
: - | nvActiveExciter
= |, groups
f W) nvControllerGroup
I - ‘ nvActiveExdaterGroup
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Nautel NV transmitter — GET single OID

‘ _____ i -------- + | Operations: .;Get - & co
I_I:_} . rI Name,0ID Value Type IF:Port Q
f _ nvControllerTotalRMSForwardPowerMeter. 0 216,133, 15....
Integer 216.138.15....
{
----- nvController ActiveExciter R t: P 161
-, nvController AutoExciterChangeovers e Freset . reset 1 (1)
Mame nvControllerRFONOffState 0 51 kw Active b5
OID .1.3.6.1.4,1,28142,1,200.256.35 valog "
FM Modulatii
MIB MALITEL-MV-MIB ' Point 0.50 KW EM i Floduiatk
Syneax INTEGER {off{0), onth) } 0.00 W F 100.5MH 0%
Access read-write . requency . z
Status current
Defval
Indexes
Descr RF OnjOff state (0 =0FF, 1 =0N)
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File Edit Operaticns Tools Bookmarks Help
Address: |216,138.15.163 v | Advanced... |OID: .1.3.6.14,1.28142.1,200.1025. 1583.0 ~ | Operations: ak | @ Go
2 |
o T ] — | b [T = a—
= -2 Hesult |able o
o Name,/0ID IP:Port
N o oIy TrToCeT o s = = =
nvControllerSummaryAlarm, 0 on (1) Integer 216.133.15.... B
nvControllerPlus5AMeter.0 549 Integer 216.138.15.... | &
— || invControllerFlus5BMeter. 0 553 Integer 216.138.15.... | @
~ || InvControllerPlus 15AMeter.0 151 Integer 216.138.15.... =
nvControllerPlus 15BMeter.0 150 Integer 216.138.15....
|} AnvControllerMinus 15AMeter.0 -158 Integer 216.138.15....
nvControllerMinus 158BMeter.0 -157 Integer 216.138.15....
nvControllerPlus 12AMeter. 0 127 Integer 216.133.15....
nvControllerPlus 12BMeter.0 127 Integer 216.138.15....
nvControllerAmbientTemperature.., (39 Integer 216.133.15....
T nvControllerRFDriveMeter. 0 0 Integer 216.138. 15....
Name nvControllerForwardPowerMeter.0 |0 Integer 216.138.15....
Ei: nvControllerReflectedPowerMeter.0 (0 Integer 216,138, 15....
Sytax__|INTEGER 0..1) I o | = T lnteser i35,
T current In'uCunh’uller.ﬁ.nalugFurwardPuwer... ] Integer 216.138.15....
] - IeruntrullerDigiEIFurwardPuwer... 1] Integer 216.138.15.... | -

.iz0.org.dod.internet. private. enterprises. nautel. products. nv. nvActiveExdter. nv ActiveExdterMNoExternal 10MHzAlarm. 0
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SNMP example #1 — Ceragon Fibeair IP link

 Simple device
e Simple MIB?
e NOT
— MIB file is 288 pages!
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“Advantages of using SNMP in your facility control plan

Save time and effort — connect with and control remote equipment using existing network connections
Monitor and control vital IT systems — servers, routers, firewalls, switches, etc.

Broadcast equipment increasingly supporting SNMP
D Harris ATSC transmitters, Nautel NV and VS, more on the way (ZX10)

Monitor and control a greater variety of equipment
D Include UPS, HVAC, Security systems, office equipment in your overall plan

Achieve greater detail of information
D 100s of data points, detect small failures before they become big ones

Monitor and control equipment anywhere on the network

A=-Do More, with Less
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“Advantages of using SNMP in your facility control plan

Save time and effort — connect with and control remote equipment using existing network connections
Monitor and control vital IT systems — servers, routers, firewalls, switches, etc.

Broadcast equipment increasingly supporting SNMP
D Harris ATSC transmitters, Nautel NV and VS, more on the way (ZX10)

Monitor and control a greater variety of equipment
D Include UPS, HVAC, Security systems, office equipment in your overall plan

Achieve greater detail of information
D 100s of data points, detect small failures before they become big ones

Monitor and control equipment anywhere on the network

A=-Do More, with Less
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Thank you for your time!

D) Tony Peterle
D) Manager, Worldcast Systems Inc.
D) http://www.Worldcastsystems.com

A-Do More, with Less


http://www.worldcastsystems.com/
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