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Simple Network Management Protocol 
 

Standardized protocol for query and response of data points (Objects) 
 

Querying equipment is called an SNMP Manager 
 
Target equipment is called an SNMP Agent 

 
Objects are designated by a unique number called the Object Identifier, or OID 

 
 

: := 1.3.6.1.4.1.5299.15.12.1.11.1.1.8 



SNMP functions 
• SNMP commands to retrieve and control data in target device 

– GET command to query a data point and display results 
– SET command to change a data point – control functions in target 

Target equipment 

TCP-IP 

GET DATA GET DATA GET SET SET SET DATA 

ALARM! 

TX 
ON 
TX 
OFF 



Displaying the information 

Data and control functions 
obtained using SNMP can be 
integrated with other data 
and controls from traditional 
I/O or from serial data. 
 



 
The Management 
Information Base, or 
MIB, is a directory tree 
‘menu’ of the OIDs 
available on a particular 
SNMP Agent device. 

 
 
 

SNMP – It’s all about the OIDs 
SNMP: Menu of Objects (MIB) 
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Think of SNMP as just another connection to the target gear 
 

Some data will be gathered with traditional hard-wired connections 
Some data is gathered through advanced connections (serial) 
Some data gathered by SNMP 

Control 

Data 

Traditional I/O 

RS-232 

Network 

Data 

Control 



Lots of things speak SNMP 

Broadcast IT Gear UPS systems HVAC systems IP links 

Monitors 

Codecs 

Facility Control 



Site-to-site communications 
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Meet the SNMP team 

Josh Hadden 
Clear Channel 
New York City 

Brett Gilbert 
Clear Channel 

Tulsa 

Steve Frick 
Clear Channel 

San Diego 

Garry Shults 
WLS-TV 

Chicago 

Doug Irwin 
Clear Channel 

Los Angeles 



Studios 

Master Control 

Generator/UPS 

4TS TX 

Security 

Empire TX 

Backup Facility 
Josh Hadden 

CE, CC, NYC 

Telecommunications/IT 

Building–HVAC, etc. 

Real World #1 



4TS TX 

Empire TX 

1. Call Times Square transmitter 
 a. Ensure that coax switch is set to antenna 
 b. Ensure that an audio source is selected and okay. 
 c. Turn on transmitter 
 d. Take a set of readings to verify operation. 
 e. Hang up. 

2. Call Empire transmitter 
 a. Turn off transmitter auto switch 
 b. Turn off FM transmitter 
 c. Turn off HD transmitter 
 d. Take a set of readings to verify everything is off. 
 e. Acknowledge alarms that site has no RF and audio. 
 f. Hang up 

3.Repeat this for the other four stations. 



SNMP – an easier way 4TS TX Empire TX 

Control 
point 

Ping, SNMP data and 
commands 

1. Connect to any Relio  
2. Enable transmitter control 
 (to prevent accidental button pushes) 
3.  Select which station(s) to switch. 

a. Verify coax switch positions. 
b. Turn on transmitter 
c. Verify all critical readings -TPO, VSWR, faults, etc. 
d. Mask alarms at site going off line. 
e. Shut off HD transmitter 
f. Shut off FM transmitter 
g. Contact STUDIO relio and verify presence of audio and RF. 
h. After five minutes verify that PPM codes are still present. 
i. Repeat for each station. 
 



Sharing controls between sites 
4TS TX Empire TX 

SNMP 



Liebert HVAC system – data from SNMP 



The Doomsday script 
• Part of the SNMP communications between the two sites included a “Doomsday link” 

that, if the main transmitter for any station at ESB were knocked off for any reason, the 
4TS site would automatically assume broadcasting that stations signal. 

• Friday afternoon, September 9, 2012, at 3:38 PM – it paid off:  

4TS TX Empire TX 
Ping, SNMP data and 
commands 

 
“So last Friday afternoon at 340 pm…I get an e-mail and phone call from one of our 4TS 
Relios.  I interpreted its messages, somewhat incredulously… 
 
Turns out that the Z100 transmitter on-air at ESB crashed because some water had leaked 
from the ceiling above it.  The station was off—the ‘auto site-switch’ script running at 4TS 
did its thing.  This was the first time it actually ever got called in to service.   
 
No one here (aside from Engineering) even knew what happened. ”  

 - Doug Irwin 

Doug Irwin 
Clear Channel 

Los Angeles 



Real World #2 

Garry Shults 
WLS-TV 

Chicago 

“SNMP has truly opened a new world of remote 
control for WLS and for me.  I am not limited to the 
ideas of what some remote control 
manufacturer assumed I would need for my 
system.  Through SNMP I can tailor our system 
exactly as I want it.”                     - Garry Shults 

“Today, I did a procedure called "grid scrubbing" on one of our 
ESCIOTs.  After the procedure, I needed to ramp up the power 
on that tube slowly over a period of time.  Normally, I would 
raise the power by a kw or so at a time over the period of a 
hour or so until I was at whatever final power level I 
needed.  This would entail walking back and forth from my 
desk to the transmitter.  So, today, I decided to add individual 
power adjustments through ScriptEasy to an "Engineering" tab 
in our remote control. ”  

Monitors and controls 2 Harris ATSC transmitters  using SNMP 



Real World #3 

Steve Frick 
Clear Channel 

San Diego 

Brett Gilbert 
Clear Channel 

Tulsa 

“I like the ability to view other 
equipment without point-to-point 
wiring. Consolidated monitoring, 
the ability to have a 'single page' 
view of all of our transmitter sites 
through SNMP data sharing in the 
Relio” 

 - Brett Gilbert 
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Acquire some basic software tools 

Advanced text editor 
MIB browser 

 
Identify target SNMP equipment on your network 

Manufacturer data, brochures 
 

Get the MIB file 
 
Choose some data Objects, test GET and SET commands, see what happens! 

 
 



SNMP tools – Notepad++ 

• Advanced notepad for analysing programs, MIB files, etc. 

– http://notepad-plus-plus.org/ 

http://notepad-plus-plus.org/


Why do I need an “advanced” text editor? 

• Some MIB files are not formatted for text editors 
– Ex. Toshiba MIB is formatted properly… 
– Divicom Europa MIB…. Not so much 

 

Let’s play “Find the Imports”! 



Divicom Europa MIB file in Notepad ++ 



SNMP books and reference material  
• Essential SNMP 

– Mauro and Schmidt, O’Reilly press 
• Understanding SNMP MIBs 

– Perkins and McGinnis, Prentice Hall  
• DPS telecom http://www.dpstele.com/  

– White papers, etc. 
• NET-SNMP http://www.net-snmp.org/ 

– Tutorials, testing software 
 

http://www.dpstele.com/
http://www.net-snmp.org/


Important to have a MIB browser 
View the structure of the MIB tree 
Get OIDs and descriptions of all the various available objects 
Test SNMP functions and see the raw values returned 

 

Rare recommendation http://ireasoning.com/mibbrowser.shtml 

MIB Browser 



SNMP tools – MIB Browser  
• MIB browser CAN   

– Provide an essential window into the SNMP world 
– Examine MIB files, browse to and read about all OIDs 
– Examine MIB structure, tables, traps, imports 
– WALK the MIB – test OIDs individually and en masse 
– GET data from any specific OID – see raw values  

• MIB browser can (typically) NOT 
– Automatically poll Agent for data or issue SET commands  
– Notify technical personnel of parameters that exceed thresholds 
– Integrate data and readings from traditional I/O connections 

 
 



SNMP example – Nautel NV Transmitter 

• SNMP ready  
• Software update 
• 2 MIB files 

– Nautel general 
– NV specific 



Nautel NV MIB file in browser 

• “Easy” MIB 
– No tables 
– No traps 

• Two object groups 
– Controller 
– Active Exciter 

 
 



Nautel NV transmitter – GET single OID 



Nautel NV – a worthwhile WALK 

• MIB is mostly scalar and Agent software is fast 
• Over 100 parameters collected in a few 

seconds 



SNMP example #1 – Ceragon Fibeair IP link 

• Simple device 
• Simple MIB? 
• NOT 

– MIB file is 288 pages! 



Advantages of using SNMP  

Save time and effort – connect with and control remote equipment using existing network connections 
 

Monitor and control vital IT systems – servers, routers, firewalls, switches, etc. 
 

Broadcast equipment increasingly supporting SNMP 
Harris ATSC transmitters, Nautel NV and VS, more on the way (ZX10) 

 

Monitor and control a greater variety of equipment 
Include UPS, HVAC, Security systems, office equipment in your overall plan 

 

Achieve greater detail of information  
100s of data points, detect small failures before they become big ones 

 

Monitor and control equipment anywhere on the network 

Do More, with Less 

Advantages of using SNMP in your facility control plan 
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Advantages of using SNMP in your facility control plan 



Advantages of using SNMP  

Do More, with Less 

Thank you for your time! 

Tony Peterle 
Manager, Worldcast Systems Inc. 
http://www.Worldcastsystems.com 

http://www.worldcastsystems.com/
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