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Goalsfor Today's Talk




W hat, W hen, W here, W hy, How?




Thisdoesnot exist in technology




“An ounceof prevention isworth
d of cure.”
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Credential Management
Doesit need to be W indows?

Theimportance of
segmentation

Thinkinglike an attacker
Recovery
A Hall Mary



Credential Management



Divide and survive
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D|V|de and survive

Credential
Tiering




Divide and survive
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Divide and surV|ve
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DoesIt need to
be WiIndows?



WindowsA lternatives
Apple Linux Chromebooks

SaaS Terminals

Cloud Desktop
Or VDI



% LlIte penetration tests

Do what the attackersdo

< Perform Scans

<+ Shodan Scans 'S
< NMAP Scans ‘Ob
%+ Check domain records 0010
+ Beware of social media 10010

(LinkedIn, Facebook, etc.)



Build it back up

Back-up and Recovery

Have a system
«» On-site
«» Off-site/Disaster Recovery

Test and verify that it works
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Jbohn Nagler

Questions - john@johnnagler.com



