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Goals for Today’s Talk 

HELP YO U 
UNDERSTAND 
THE THREAT 
LANDSC APE 

01 
GIVE YO U 
SO LUTIO NS 
THAT YO U 
C AN W O RK O N 

02 
HELP YO U TO  
HAVE BO RING 
W EEKENDS 

03 



W hat, W hen, W here, W hy, How? 



This does not exist in technology 



“An ounce of prevention is worth 
a pound of cure.”  

 Credential Management 
 Does it need to be W indows? 
 The importance of 

segmentation 
 Thinking like an attacker 
 Recovery 
 A  Hail Mary 



Credential Management 



Divide and survive 
Firewalls Accounts Networks 



Divide and survive 

C redential 
Tiering 



Divide and survive 

Network 
Segmentation 



Divide and survive 

Firewall 
Everything 



Does it need to 
be W indows? 



W indows A lternatives 

C loud Desktop 
O r VDI 

Linux C hromebooks 

SaaS 

Apple 

Terminals 



Do what the attackers do 
 Lite penetration tests 
 Perform Scans 
 Shodan Scans 

 NMAP Scans 

 C heck domain records 
 Beware of social media 

(LinkedIn, Facebook, etc.) 
 



Build it back up 
Back-up and Recovery 

Have a system 
 O n-site 
 O ff-site/ Disaster Recovery 

Test and verify that it works 
 



A  Hail Mary 
Install 
Russian 
keyboards 
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Questions - john@johnnagler.com 


